Doc Type Tech Notes

Doc Id TN482

Last Modified Date 01/14/2020

Troubleshooting Wonderware Application Server Bootstrap Communications
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876

SUMMARY

This Tech Note outlines general troubleshooting steps to address communication issues between a remote node and an Wonderware Application
Server Galaxy.

This Tech Note augments TN 461 Troubleshooting Industrial Application Server Bootstrap Communications.

SITUATION
Warning:

After Application Server is installed, the OsConfigurationUTtility is called, which sets the global DCOM setting on the machine. When the utility
was introduced, Microsoft used just one bit to enable COM permissions for account (Old style ACLs).

Running the OsConfigurationUtility in prior versions (WSP 2017 / WSP 2014 R3) uses the old style ACL.
Microsoft has introduced more granular permissions that use multiple bits (New style ACLs).

¢ Run DcomCnfg and change Launch and Activation Permission (at global level or for a single component) for one user account like
Everyone and save the changes:

The Everyone account will use the new style ACLs. The other user accounts that were configured programmatically are still configured with the "old
style" ACL.

At runtime, when a client application tries to CoCreate the server, the call fails because of this old/new style mismatch. The message
is: HRESULT=0x 80040153 - REGDB_E_INVALIDVALUE - Invalid value for registry. In the configuration editor all settings will look just fine
and it is not clear which one is configured with old- or new style permission.

On versions prior to WSP 2017, if you suspect incorrect DCOM settings, follow these recommendations:
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Figure 1: Create 'Everyone' account
Re-Run the OsConfigurationUtility and check that the issue is resolved.

If the issue is not resolved, delete all user names from the list below. Add them again with appropriate permissions. This will guarantee there is no
old style / new style mismatch Application Versions

e Wonderware Application Server 3.5 (2012). Please check the compatability matrix at the AVEVA Knowledge & Support site for supported
operating systems.
e This Tech Note uses Windows Server 2008 for the examples.

Note: If you are having trouble opening the SMC logger from a client node or the Server node, please see Tech Note 437: Unable to Open Logger
Under Windows XP SP2 and Windows 2003 SP1.

Wonderware Configuration Tools
Use the following Wonderware Configuration tools when troubleshooting the application.
Wonderware Change Network Account Utility

Ensure that the ArchestrA Network Admin Account is the same on all machines in the Galaxy (or wish to interact with nodes in the
Galaxy).

1. Launch the Change Network Account utility from Start/All Programs/Wonderware/Common/Change Network Account.

£ Change Network Account x|

This utility will update the user account needed for off node communications,
You can create a new local account or can use an existing Domain,Local
account. This utility will force a reboot at the end.

Domain or Local Machine Name: I EGYMO2008 j
User Mame: I wwuser

Password: I P ——

Confirm Password: I e

[~ Create Local Account

QK I Cancel I Help
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Figure 1: Change Network Account Utility Interface

2. Ensure that the local machine name does not have any unusual characters such as a tilde ( ~ ) or underscore. These characters can cause

communication errors.

Wonderware O/S Configuration Utility

Use the OS Configuration Utility to add TCP/UDP ports and application authorization to the Windows Firewall exclusion list, in order to allow
Wonderware products to operate as designed on Windows XP SP2 , Windows 2003 SP1 or greater, Windows Vista, Windows 2008, and

Windows 7.

The OS Configuration utility is delivered with ASP 3.5 (2012).
You can also download the utility from the support site.

To run the Wonderware OS Configuration Utility

1. Navigate to <RootDrive>\Program Files\Common Files\ArchestrA.
2. Run the application named OSConfigurationUTtility.exe.

For a list of what the utility does, please refer to the Tech Article Security Settings for Wonderware Products.

3. Reboot the machine after running the O/S Configuration Utility.

Verify Wonderware Application Versions

Ensure that the version of Wonderware Application Server installed on the remote node is the same as the version of the Wonderware Application Server

Galaxy.

1. Verify the version by going to Control Panel / Programs / Programs and Features. Verify the Wonderware Application Server 2012
version on the Galaxy Repository (GR) Node and on the remote nodes.

Note: If the Version column is not visible, right click on a column name then click More. You can then see the Version column.

Inv nc,
Invensys Systems, Inc,

6/1 N12
1f17/2012

m_|Shared Add-n Extensbidity Update for Microsoft [NET Framework 2.0 (KB90S00Z) Mirosoft 172012 88KB 1.0.0

87 shared Add-in Suppart Update for Microsoft NET Framework 2.0 (KB308002) Microsoft 1172012 57.0¥B 100

|5 QL Server System CLR Types Microsaft Corporation 2/27/2011 574K 10.1.25310
VMware, Inc. 12/27/2010 30.2MB  §.1.4.1105

3.5.001
2.0.100

Wonderware 1/17/2012 10.0.100
87 Wonderware Historian Clent Invensys 1/17/2012 10.0.200
= | Wonderware Historian Chent French Language Irvvansys 1/17/2012 4,47MB  10.0.200
= Iwonderware Historian Chent German Language Invensys 117/2012 4.42MB  10.0.200
= Wonderware Historian Chent Japanese Language Invensys 1/17/2012 4.28MB  10.0.200
8 ] Wonderware Historian Client Simpiified Chinese Language Invensys 1/17/2012 450MB  10.0.200
= | wonderware Information Server 2012 Irvensys Systems, Inc. 117/2012 4,5.000
# Wonderware InTouch 2012 Invensys Systems, Inc. 6/14/2012 10.5.001

Figure 2: Verify Program Version

Figure 2 (above) shows Wonderware Application Server 2012 -- 3.5 Patch 01.

Checking Windows DCOM Configuration

The DCOM Ports used by the Bootstrap are:

Port 135
Port 139
Port 445

Ports 1024 to 65535

For additional info see: http://support.microsoft.com/kb/832017

1. Inthe General tab panel, make sure the Authentication Level is None (Figure 4 below).
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WWPim Properties i

General | Location | Securty | Endpoints | idertiy |

2lx]

—General properties of thiz DCOM application
Application Mame:  WW~FPim

Application Type: Local Server

Local Path:

Application |D: {A6E3B7B6-4A91-1103-A9DB-D0ADCSECDBAS}

Autertioaion Level: [TE N |

Leam more about setting these properties.

ok | Cancad |

Aty

Figure 4: WWPim Authentication Level

Note: On x64 operating systems this option may be grayed out/disabled. The workaround is to use the 32-bit version of DCOMCNFG by
using the following command line: C:\WINDOWS\SysWOW64>mmc comexp.msc /32.

Jwwpimproperties
General  Location | Securly | Identity | Endpaints |

The following settings low DCOM to locate the comect
applicable one. Client appbeations may overids your selections.

[ Run application on the compute: whese the data is located

[¥ Run application on this computer h

™ Run application on the following computer:

2x|

computer for
application. Ifwm&amehmmm&mnmﬂmhﬁﬂ

I Browee: |

e

Aol

Figure 5: Run Application on this Computer

2. Click the Security tab.

Under each Security grouping, ensure that the security settings are set similar to those shown in the following graphics. These are the

minimum settings needed.
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"General | Location Securty | Endpoirts | identty |

r Launch and Activation Permissions

" Use Default

% Customize Edit.. |
Access Pemmissions

™ Use Default

% Customize Edit... |

r—Configuration Permissions

™ Use Default

% Customize Edit__. |

Leam more about getting these properties.

oK | cancd | Apoy |

Figure 6: Security Properties Tab Panel

Sec:Jrityl

Group or user names:

#2,5YSTEM
#2, ANONYMOUS LOGON

Add | Remove |
Pemissions for Everyone Allow Dery
Local Access O
Remote Access O

Leam about access control and permissions

oK I Cancel

Figure 7: Security Settings for Access Permissions
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Launch and Activation Permission e |

Security |

Group or user names:
i
B2 SYSTEM

‘.?J ANONYMOUS LOGON

Add... | Bemove |
Pemissions for Everyone Allow Dery
Local Launch O
Remote Launch O
Local Activation O
O

Remoate Activation

Leam about access control and permissions

oK | Cancel |

Figure 8: Security Settings for Launch and Activation Permissions

Change Configuration Permission d |

Security |

Group or user names:

52 CREATOR OWNER
52, SYSTEM

 Administrators

52, Users

Add... | Bemove |

g

Pemissions for Administrators Al

Full Contral
Read
Special pemissions

ERRA
ooo|s

For special permissions or advanced settings, el |
click Advanced. —
Leam about access control and permissions

ok | Cancal |

Figure 9: Security settings for Configuration Permissions

3. Click the Identity tab.

The This user option shown below should be the ArchestrA Network Admin account defined using the Wonderware Change Network
Account Utility.
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WWPim Properties

.Eenerall Location | Semntyl Endpoints  Identity I

™ The interactive user.

" The launching user.

i+ This user.
User: Iwwuser
Password: Iooooooooooooooo
Confirm passward: Iooooooooooooooo

(= The system acoount [senvices anly),

Leam more about setting these properties.

Which user account do you want to use to run this application?

oK I Cancel

ooy |

Figure 10: This User Identity Option

The Endpoints tab panel should look similar to the following graphic (Figure 11 below).

WWPim Properties

'General | Location | Securty Endpoints | identiy |

DCOM Protocols and endpoints:

2|

Add Femove Froperties

LClear,

r~ Description

The set of protocols and endpoints available for use by clients of this
DCOM server. The system defaults entry indicates that the default
set of DCOM protocols and endpoints for the machine will be used.

Leam more about setting these properties.

oK I Cancel

Apply

Figure 11: DCOM Default System Client Protocols

4. Click OK.

5. Ensure that all the same settings used for WWPim are applied for the DCOMTransport.
6. From the Component Services window, right-click My Computer then click Properties.
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Figure 12: My Computer / Properties
7. Ensure the Enable Distributed COM on this computer option is checked (Figure 13 below).

My Computer Properties ilil

Defaut Protocols | COMSeouty | msDTC |
General | Options Default Properties

¥ Enable Distributed COM on this computer
[~ Enable COM Intemet Services on this computer

r— Diefault Distributed COM Communication Properti

The Authertication Level specifies security at the packet level.
Default Authertication Level:
Connect j

The impersonation level specifies whether applications can determine
who is calling them, and whether the application can do operations
using the client’s identity.

Default Impersonation Level:

| identy =l

Security for reference tracking can be provided if authentication is used
and that the default impersonation level is not anonymous.

™ Provide additional security for reference tracking

Leam more about setting these properties.

ok | caneat | sp |

Figure 13: Default Properties Configuration

Windows Configuration — Checking Local Security Settings

Note: These settings may be overridden by an enforced Group Policy Object from an MS Active Directory setup if the machine is part of a domain.

Configure local security settings from the Control Panel.

1. Click Administrative Tools/Local Security Policy (Figure 14 below):
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ArchestrA License Manager
@ Change Network Account

a System Management Console

|

( -

ngl &, iSCSI Initiator
istrator

; Performance Moniter
. Administra l:;:"::? ey Gy V-‘tw local security polid
Documents Zm, Server Manager
Yl o Services
Sl L Share and Storage Management
prerset Ly# Storage Explorer
[ System Configuration
Control Panel @ Task Scheduler

Devices and Printers (] Windows Memory

Administrative T

o

Figure 14: Local Security Policy

A

Expand the Local Policies folder , then click Security Options.

¥ Internet Information Services (1IS) 6.0 Manager
&y Internet Information Services (I1S) Manager

@ Windows Frewal with Advanced Security

3. Double-click Network access: Sharing and security model for local accounts.

Fie Acton \View Hep

| HmXE = HE

(£ ocaiseamvpoiey

B SE.CLI'INSIW
B g Account Policies
2 [g Local Pokices
® [ Audit Policy
[ [g User Rights Assignment
! [ Seauity Options
H | Windows Firewall with Advanced Security
_| Metwork List Manager Polices
| Public Key Poloes
7 Software Restriction Polices
| Apphcation Control Pokoss
& 1P Security Pobices an Local Computer
1 Advanced Audit Polcy Configuration

BEBEEB®

Policy =~

[ Seauity setting |

Microsoft network server: Disconnect dents when logon hours e...
Microsoft netwark server: Server SPN target name validation level

| Network access: Allow ancnymous SID/MName translation

Metwork access: Do not alow anonymous enumeration of SAM ac...
Metwork access: Do not alow anonymous enumeraton of SAM ac...
| Metwork access: Do not alow storage of passwords and credent...
Network access: Let Everyone permissions apply to anonymous u..
Metwork access: Named Pipes that can be accessad anonymously

| Metwork acoess: Remately accessble regstry paths

| Metwork access: Remaotely acoessible registry paths and sub-paths
Metwork access: Restrict anonymous access to Named Pipes and ...
| Hetwork access: Shares that can be accessed anonymously

Metwork security: Allow Local System to use computer dentity fo...
| Network security: Allow LocalSystem NULL session fallback

Enabled

SystemCurentControlSe..,
SystemCurentControlSe..,
Enablad

Not Defined

Not Defined
Not Defined

Figure 15: Network Access: Sharing and security model for local accounts

4. Ensure that the selected option is Classic and not Guest only.

Local Securty Setting | Explain |

Network access: Sharing and security model for local ace ilil

MNetwork access: Sharing and securty model for local accounts

oK I Cancel Apply

Figure 16: Classic Security Setting
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5. Click OK to save the setting.
6. Select User Rights Assignment under Local Policies then double-click Log on as a service.

(=] £

Fie Action View Hep
e Hm X0 = 0o
B Seaxity Settngs Pobcy * | seauity Setting |
o] sﬁnmu'lanlms ., Creats permanent shared objects
8 (g Local Polaes | Create symbolic links Administrators

:_o: SMtPﬁc\r :, Debug programs Administrators

& 4 User Rights Assignment | Deny aceess o this computer from the network

B g Seauity Options | Deny lag on as a batch job

® ] Windows Firewall with Advanced Security
| Network List Manager Polces

& [ Public Key Poliges

M [ Software Restricton Poloss

:, Deny log on as a service
< Deny bog on localy
. Deny log on through Remote Desitop Services

& | Agphcation Control Polices </ Enable computer and user sccounts to be trusted for delegation
@ 8, 1P Security Poces on Local Computer | Force shutdown from a remote system Administrators
® ] Advanced Audit Policy Configuration | Generate seaurity audits LOCAL SERVICE NETWOR. ..
., Impersonate a chent after authentication LOCAL SERVICE NETWOR...
. Increase & process working set Users
. Inrease scheduling pricrity Administrators
:, Load and unload device drivers Administrators
< Lock pages in memory
:, Log on as a batch job
& 5 & service
Manace suditing and osc ity kg Administrators

Figure 17: Log on as a Service Setting

7. Ensure that the ArchestrA Network Admin account is listed here. In Figure 18 (below), it is wwuser.

Log on as a service Properties E ﬂll

Local Securty Setting | Bxplain |

Log on as a service

ASPMET

LOCAL SERVICE

NT SERVICEMALL SERVICES

NT SERVICE\MSSQLFDLauncher

NT SERVICENMSSQLSERVER
SQLServer20055GLBrowserllserSGARYA-DELLPC
SQLServerDTSUsersGARYA-DELLPC

SGLServerMSAS UserSGARYA-DELLPCSMSSQLSERVER
SCQLServerReport ServerllserSGARYA-DELLPCSMSR510.M5SQLSERVE
5QLServerSQLAgent UserSGARYA-DELLPCSMSSQLSERVER

SYSTEM
Add User or Group... | Bemove |

ok | Ccancel foply

Figure 18: Logon as a Service Security Property

8. Similarly check if the Archestra Network Admin Account is added in the following policies:
o Log on as a batch job

Deny log on locally
Deny log on through Remote Desktop Services
Act as part of the operating system. (While it is not generally required, in some specific cases adding the ArchestrA Network admin
account to this policy may resolve communication issues. Click the following link for information on Act as part of the operating system
property.)

9. Double-click Deny logon as a service.
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Fle Action View Help
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® g Account Polcies .. Bypass traverse cheding Everyone LOCAL SERVIC...

= '5L(§calPahues : Change the system time LIMCAL SERVICE Administr. ..
= [ AudtPokcy | Change the time zone LOCAL SERVICE, Administr...
. ?LMW'IB v ;| Create a pagefie Adwiristratons

- e i Seauity Options ., Create a token objact

® L] vindows Firewal with Advanced Seaurity f | crgate ghobal objects LOCAL SERVICE NETWCR. .
| Metwork List Manager Policies

& ) Publc Key P . Create permanent shared objects

@ [ Soft Restriction Pobd i, Create symbolic nks mlram

@ ] Appication Control Pokces: | Debug programs Administrators

B 3 IP Security Pobides on Locsl Computer <, Deny acoess to this computer from the network

@ [ Advanced Audit Pokcy Configuration i, Deny log on as a batch

<, Deny ¥
:, Deny log on through Remote Deskiop Services

Figure 19: Deny Logon as a Service

10. Ensure that the ArchestrA Network Admin account (referenced above) is not listed here (Figure 20 below).
Local Security Setting | Bxplain |
Derty log on as a service

Add User or Group... Hemowe

oK | Camcel | b |

Figure 20: Deny Logon as a Service Security Property

11. Click OK.
Windows Configuration — Checking Computer Management
The following items must be checked as a part of troubleshooting Bootstrap communication.
Local Users and Groups

Make sure the ArchestrA Network Admin account is a member of the Administrators group on the local machine, regardless if it is a local or
domain account.

Note: The user logged on to the desktop of the remote machine that is trying to launch an IDE for remote GR access must be an Administrator of
the remote machine. Administrator permissions are necessary to allow proper DCOM and similar communication.

Shared Folders — Shares

Make sure the following folders are shared on the local machine and that the ArchestrA Network Admin account has permissions to read and write
to the folders.

e aaFileRepository
e aaSF$
e ArchestrA Galaxy Data
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Figure 23: Shared System Folders

Windows Configuration — Folder Options

1. In the Microsoft Windows Explorer main menu, click Tools/Folder options.

Note: If the Tools menu is not visible, press F10 to see the menu.

C)-O ﬁ'm' vm|surd-cmw

Ele Edit Vew | Toole Help

C:)

262 GB free of 209 GB

Organize » Sy  Mapnetwork drive... ram Map network drive  Open Control Panel &
“r Favorites Open Sync Center...

Figure 24: Windows Explorer Folder Options

2. Uncheck the Use Sharing Wizard (Recommended) option.

roseroptons
‘General View | Search |
~Folder views

“You can apply the view (such as Details or lcons) that
you are using for this folderto all folders of this type.

P Feset Folders |

Advanced settings:

[ Launch folder windows in & separate process ﬂ
O Restore previous folder windows &t logon

Show drive letters

Show encrypted or compressed NTFS files in color

Show pop-up description for folder and desktop items

Show preview handlers in preview pane

[0 Use check boxes to selsct items

ymmended)

n \
|, When typing into list view
O Automatically type into the Search Box
&) Select the typed item in the view

ok | Cancel | opy |

Figure 25: Disable Simple File Sharing

Windows Configuration — Regional Settings

e Ensure that the regional settings of the remote and GR nodes are set to English (United States).
e Verify the settings using the Regional and Language Options dialogue box from the Control Panel/Clock, Language, and

Region/Region and Language.
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